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Disclosures and Disclaimers
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• I am a licensed attorney with a part-time private law practice (PA Atty ID #206275). 

• This presentation was supported in part by seed funding from the Social Science Research Institute at 
Penn State University and informed by collaborative discussions with Dr. Lindsay Fernández Rhodes.

• I am an attorney, but I am not your attorney.
• This presentation does not create an attorney-client relationship.

• The content of this presentation is not legal advice. 
• The information presented is intended exclusively for general educational purposes. If you have specific 

questions, it is appropriate to consult a licensed attorney in your jurisdiction with relevant subject-matter 
expertise.

• The information is provided “as is.”
• Laws vary across jurisdictions and change over time. There are no guarantees or warranties that the 

content is complete, accurate, up-to-date, etc.

• The views expressed are my own.
• The content of this presentation is solely my responsibility and might not represent the official views of 

my current or former funding sources, employers, clients, or any other person or entity.

• I am committed to principles of diversity, equity, and inclusion and the advancement of human rights.



How can efforts intended to 
improve inclusion and health equity

deepen surveillance, data harms, 
and human rights violations?
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Source of all images: https://www.researchallofus.org/data-tools/data-snapshots/

Trajectory #1: 
Inclusion in Precision 
Health Initiatives
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Hispanic or Latin American Participation Over Time

Source: Mills MC and Rahal C. The GWAS Diversity Monitor Tracks diversity by disease in real time. Nature Genetics. 

2020; 52: 242-243. doi: 10.1038/s41588-020-0580-y; https://gwasdiversitymonitor.com/

Discovery Stage Replication Stage
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NASEM 2023 Report
available at http://nap.nationalacademies.org/26902
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Trajectory #2: Inclusion in Law Enforcement Actions

Source: Syndercombe (2021) 

(citing Murphy & Tong 2020)

Source: Wagner unpublished
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E.O. 14165 (Jan. 20, 2025) 
“Securing Our Borders”

Expansion of Biometrics under Trump Admin. 2.0

DHS NPRM (Nov. 3, 2025)
“Collection and Use of Biometrics by U.S. 

Citizenship and Immigration Services

Image from 

http://bayarea.indymedia.org/

newsitems/2006/10/26/18323702.php 
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Noem v. Vasquez Perdomo, 606 U.S. ___ (2025)

•Shadow docket decision temporarily allows 
”Kavanaugh Stops”
• “Reasonable suspicion” for an immigration-related stop-and-frisk-

(and DNA profiling?) by ICE based on an officer’s reliance on only 
these four factors:

• Apparent race or ethnicity

• Speaking Spanish or English with an accent

• Presence at a particular location

• Type of work that one does
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By the numbers (as of Sept 2025)

Slide components 

courtesy of Sara Huston
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Emerging State Dataveillance

Texas E.O. GA-46

(eff. 11/1/24)
Florida S.B. 1718

(eff. 7/1/23)
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Dataveillance in Your Neighborhood:
287(g) State and Local Partnerships with ICE

Source: https://www.ice.gov/identify-and-arrest/287g



More data can simultaneously produce 
more visibility and more vulnerability

Minorities can experience both 
hyposurveillance and hypersurveillance
simultaneously
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ICE Memo, 10/27/2025 CMS Notice, 90 FR 53324, 

11/25/2025

De-Siloing Federal Data (out in the open)

Calif. V. DHHS, 3:25-CV-05536-

VC, 12/29/25
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Source: https://www.statista.com/chart/34847/financial-

obligations-from-the-us-government-to-palantir/

NIH/NCATS DHS/ICE VA

N3C Data Enclave ELITE & ImmigrationOS NCVAS Platform

Data from ~90 institutions 

pertaining to ~14 million 

people including… Electronic 

health records (EHRs), 

demographics, diagnoses, 

medications, laboratory 

results, procedures, vital signs, 

outcomes, mortality 

information; some projects 

incorporate linked claims, 

imaging, pathology, viral 

sequencing, and other 

biomedical datasets

ELITE has names, photographs, 

alien-registration numbers, 

addresses, location 

information, criminal-history 

indicators, enforcement 

records, geospatial data, and 

address-confidence scoring. 

ImmigrationOS has 

Immigration case records, 

enforcement and removal data, 

visa-overstay information, 

biometric and identity-related 

records, case-management 

data, and operational tracking 

information.

Veteran demographic data, 

military service characteristics, 

disability and benefits 

information, utilization of VA 

programs, survey data, 

population projections, and 

linked administrative records 

used for planning and analysis

IDIQ contract ceiling raised 

~$23million to 

$91,504,928 on 9/9/25

$29.9 million task order 

awarded by DHS on 9/25/25

$385 million awarded by VA on 

10/9/25

De-Siloing Federal Data (in the shadows)
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Notable Other Considerations 
“NIH Policy and Guidelines on the Inclusion of 

Women and Members of Racial and/or Ethnic 

Minority Groups in Clinical Research”

NOT-OD-25-131 (Released July 17, 2025), 

https://grants.nih.gov/grants/guide/notice

-files/NOT-OD-25-131.html

Update issued “to align with Executive 

Order 14168”

(89 FR 22183-22196) 

Department of Government Efficiency (DOGE) 

Access to Sensitive Governmental Data

• Privacy Act of 1974

• Access by DOGE = “disclosure”

• Without legitimate “need to know”

https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-131.html
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Legal Epidemiology (and Other Legal) Research is Needed

• E.O. 14165 Securing Our Borders

• DNA Fingerprint Act of 2005

• “Kavanaugh Stops”

• TX GA-46, FL SB 1718, 287(g) MOUs

Avoidance of Health Care →

Bias in EHR Data →

Obstruction of Precision Health Research 

and Innovation for All

AI-generated image



Discussion & Questions
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